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1.
Introduction

1.1
This Policy is to ensure the confidentiality, integrity and availability of information and data collected, processed and used by the Trust in pursuit of its clinical and business objectives and ensure that:

· information is protected from unauthorised access, disclosure, modification or loss and  that confidential patient information is fully and appropriately protected

· all information is complete, accurate, valid and timely

· information and systems are available to all users at all times in line with agreed service levels, policies and procedures

· information and equipment are protected from accidental or malicious damage and theft

· security risks are properly identified, assessed, recorded and managed

· safeguards to reduce all types of security risks are implemented at an acceptable cost

· audit records on the use of information are created and maintained as necessary

· all legal, regulatory and contractual requirements and standards of due care are met.

1.2
The Policy applies to all Executives, Managers and staff of West London Mental Health NHS Trust in line with their role. The policy also applies to all other individuals who, in the course of their business with the Trust, have access to any information held by the Trust. 

1.3
The Policy applies to all external third party suppliers and contractors, in line with their contracted roles.

2.
SCOPE
2.1 
The Policy applies to all information whether spoken, written, printed, recorded or computer‑based which is owned, held in the custody of, or used by West London Mental Health NHS Trust.  

2.2
The Policy also applies to all resources used in creating, processing, transmitting, storing, using or controlling that information; this includes telecommunications systems and devices

3
Definitions

DPA – Data Protection Act 1998

FOI  - Freedom of Information Act 2000
4.
DUTIES
4.1 
Chief Executive
The Chief Executive is responsible for ensuring that the Trust has policies in place and complies with its legal and regulatory obligations.
4.2 
Accountable Director

The accountable director is responsible for the development of relevant policies and to ensure they comply with NHSLA standards and criteria where applicable.  They must also contain all the relevant details and processes as per P3.  They are also responsible for trustwide implementation and compliance with the policy.
4.3 
Managers
Managers are responsible for ensuring policies are communicated to their teams / staff. They are responsible for ensuring staff attend relevant training and adhere to the policy detail. They are also responsible for ensuring policies applicable to their services are implemented.
4.4
Policy Author

Policy Author is responsible for the development or review of a policy as well as ensuring the implementation and monitoring is communicated effectively throughout the Trust via CSU / Directorate leads and that monitoring arrangements are robust.
4.5
Local Policy Leads

Local policy leads are responsible for ensuring policies are communicated and implemented within their CSU / Directorate as well as co-ordinating and systematically filing monitoring reports.  Areas of poor performance should be raised at the CSU / Directorate SMT meetings.
4.6 
Responsibilities of Heads of Departments

· ensure that all current, new and temporary staff are instructed in their security responsibilities,

· ensure that all their staff using computer systems/media are trained in their use,

· ensure that no unauthorised staff are allowed to access any of the organisation’s computer systems or information stores as such access could compromise information integrity,

· determine which individuals are to be given authority to access specific information: levels of access to specific systems should be on a job function need, independent of status, 

· ensure that staff requiring access to RiO are sponsored and assigned to an appropriate role in accordance with Registration Authority Procedures.

· ensure that the ICT Support are notified of new employees to allow access rights to be appropriately established from effective dates,

· notify the Director of IM&T and the Information Governance Manager before developing new information systems or where there is a requirement to modify the function of existing information systems 

· implement procedures to minimise the organisation’s exposure to fraud, theft, or disruption of its systems; such as segregation of duties, dual control or staff rotation in critical susceptible areas,

· ensure that current documentation is always maintained for all critical job functions to ensure continuity in the event of individual unavailability,

· ensure that staff are aware of the organisation’s Standing Orders on potential personal conflicts of interest,

· ensuring that all staff receive Information Security awareness and training.

4.7
Role of Information Strategy Steering Group

The Trust has established an Information Strategy Steering Group to oversee the strategic management and development of IM&T.  Included in this remit are all aspects of IM&T Security.

4.8
Role of the Information Governance Manager
The Information Governance Manager shall be responsible for:

· developing and managing the organisation wide IM&T security programme

· developing and maintaining the IM&T security and Data Protection strategy and policy

· the development and implementation of a strategic IT Disaster Recovery Plan

· the creation of an Information Security awareness programme to include director briefings, employee training and education

· provision of information security consulting support to departments and liaison with HR and other departments to ensure inclusion of IM&T security aspects in all relevant areas of the Trust

· investigating of breaches of security or unauthorised disclosure of information and reporting findings and recommended actions to the Caldicott Group.

· coordinating all requests for non medical  information under the Data Protection Act 1998

· coordinating all requests for information under the Freedom of Information Act 2000

· maintaining appropriate registration with the Information Commissioner’s Office

4.9      Internal Audit 
Internal Audit shall undertake independent reviews to assess the adequacy of implemented security measures where a lack of such measures may pose a material risk to West London Mental Health NHS Trust.  Such reviews shall include a check for compliance with the Policy.

5.
MANAGEMENT FRAMEWORK

5.1

National
5.1.1
NHS Connecting for Health has overall responsibility for all aspects of IM&T Security in the NHS and aspects of this are delegated to the Trust as appropriate.

5.1.2
National applications such as the Electronic Staff Record and Rio are managed by the supplier through a contact with Connecting for Health. Responsibility for that contract and for the Information Governance aspects within it lies with Connecting for Health. 

5.2
Local

Overall Responsibilities

5.2.1
The Trust Board has overall responsibility for Corporate Governance of which Information Governance is a part. Responsibility for IM&T has been delegated to the Director of IM&T who reports to the Director of Finance & Information. 

5.2.2
Day to day responsibility for Information Governance has been delegated to The Information Governance Manager who is the designated Data Protection Officer for the Trust and reports to the Medical Director (who is also the Caldicott Guardian).

5.2.3 
Responsibility for implementing this policy within the context of IT systems development and use in the organisation is delegated to the Head of ICT.

6
RECORDING INFORMATION SECURITY INCIDENTS
6.1
An IM&T security incident is defined as any event that results in, or could result in:

· disclosure of confidential information to unauthorised persons

· risk to the integrity of data or systems

· risk to the availability of the system

· adverse impact on the Trust, e.g. embarrassment; threat to personal safety or privacy; legal proceedings; financial loss; disruption of activities.
6.2 
The Trust’s electronic Incident Report System which can be found on Exchange should be completed to ensure:

· methodical recording of incidents

· coordination of appropriate action to limit the damage and deal with the issues of such incidents

· review of existing procedures to minimise subsequent incidents, if necessary, 

· appropriate level of briefing to management.

· Notification of all incidents to the Caldicott Guardian (currently the Medical Director) and where appropriate the Director of Security.

7
REQUESTS FOR ACCESS TO INFORMATION DATA PROTECTION ACT 1998 AND FREEDOM OF INFORMATION ACT 2000
7.1 The Data Protection Act 1998 (DPA) grants Individuals the right of access to information held about them and, where appropriate, to have it corrected or deleted.

7.2
The Freedom of Information Act (FOI) grants anyone the right to ask the Trust for information held by it, subject to exemptions.

7.3
The Trust will, in line with the legislation, provide such access and supply copies of information held, within 40 days for DPA requests and 20 working days for FOI requests.  Where the Trust is entitled to levy a fee for this service; details of charges are contained in the Charging for Access to Health Records policy and F5: Freedom of Information Policy 

7.4
The Trust accepts that failure to comply with DPA or FOI could result in action by the Information Commissioner and in a compensation claim by the individual affected.

7.5
Procedures are in place to ensure such access is properly coordinated, only allowed to authorised persons, and that all requests under this legislation are recorded.

7.6
Detailed guidance on compliance with the Data Protection Act is contained in “The Data Protection Policy, Detailed guidance on compliance with the Freedom of Information Act is contained in policy F5 - Freedom of Information Policy
8  RISK

8.1
As part of the annual Information Governance Toolkit annual assessment Trust Information Systems are identified through the information flow mapping process and listed in an information asset register. An Information Asset Owner has been agreed for each system.  Risk assessments, involving key users and other stakeholders will then be undertaken and the results held by the IAOs/IAAs in an asset specific risk register. Measures will be implemented to eliminate or reduce risks where appropriate.

8.2
The Information Governance Manager will report on IG risks to the Trust Records and Information Governance Group (TRIGG) and immediately advise the Group and specifically the Medical Director if there are any significantly increased risks.

8.3
Improvement  plans will be produced to address areas of weakness and these will be agreed and monitored through the Information Governance management framework.

8.4
All Trust Information Systems have been identified and a key user agreed for each system.  A risk assessment, involving key users and other stakeholders has been undertaken and the results summarised in the IM&T Disaster Recovery Plans. Measures will be implemented to manage risks where appropriate.

9.
SECURITY CONTROLS 
9.1
Personnel Security Controls & Management

9.1.1
Contracts of Employment, Job Descriptions & Terms of Reference.


The Human Resources Department shall ensure that all contracts of employment, and all contracts of agency staff, include a clause setting out general responsibilities for implementing or maintaining IM&T security policy requirements.  Line Management shall ensure that specific IM&T security responsibilities are unambiguously and appropriately allocated to staff and written into job specifications and terms of reference.

9.1.2 
Sensitive Positions 

Sensitive positions are those that involve on‑going legitimate access to information, tools and functions, which could cause significant harm to patients, or significant loss, damage or reputational harm to West London Mental Health NHS Trust if those privileges were misused.  This includes all clinical staff and a large number of non-clinical staff.  HR, in conjunction with line management, shall endeavour to ensure that only suitable people are recruited or employed in sensitive positions.

9.1.3
Role of ICT Support Staff

Suitably qualified ICT support staff require access to all the Trust's Information Systems including users "Home" drives and e-mail accounts to enable them to effectively support users and ensure the availability of IM&T systems that support the business of the Trust. During this routine work ICT Support Staff:

 

· will not create, amend or delete user accounts to enable any unauthorised activity

· will not browse databases or access documents, e-mails etc not intended for them without prior authorisation

· will not disclose information, whether specifically marked as confidential or not, that comes into their possession 

 


Exceptionally ICT staff may be authorised by senior management to browse/access and report on files in personal drives and e-mail content. Any such authorisation must be given in writing to the Head of ICT and be countersigned by an Executive Director.

9.1.4
Investigation of Computer Misuse
ICT staff, in consultation with the Information Governance Manager, may undertake investigative work to ascertain whether there is any evidence to support a suspicion of computer misuse. Any action taken will be limited to that which is necessary to establish whether evidence exists and must seek to preserve the evidence wherever possible.

The outcome may only be disclosed to the person leading the investigation.

Where there is a serious allegation, which if proven may result in legal proceedings, action should be limited to securing the equipment pending a decision to refer the investigation to an external agency. 

9.1.5
Termination & Staff Changes 

Procedures are in place to ensure that information remains secure whenever and for whatever reason a member of staff or contracted person leaves a sensitive position, whether they leave the Trust or change duties.  These procedures shall include:

· passwords and access rights removed or changed

· relevant departments informed of the changes

· physical access rights removed or changed, where appropriate

· security passes, keys, equipment and manuals returned and signed for

It will be the responsibility of line management to ensure that these procedures are followed in all cases in a timely and thorough manner.

9.2
Security & Control of IM&T Assets

9.2.1
 Research and Clinical Audit

Research is used to describe a range of activities involving the systematic collection and/or analysis of information to provide an answer to a clearly defined question.

Patient data will only be available for research or academic purposes once approval has been obtained from both an appropriate ethics committee and Trust R&D. With regard to the latter, all research projects must be registered with the R&D Office (Trust Headquarters, Ealing site: telephone 0208 354 8735).


Clinical audit reviews the delivery of healthcare to identify deficiencies and identify ways in which they can be remedied.

Clinical Audit is undertaken through a peer review process, which is embedded within the Clinical Governance framework

9.2.2
 Ownership & Responsibility for IM&T Assets 

All Portable IM&T assets (including storage devices and Mobile Phones), which can be categorised as either Information Systems or Hardware, shall have an official owner who will be fully accountable for its protection. Upon issue of the device(s) an entry will be made in the "owners" HR record and the employee will be asked to surrender any equipment recorded in their record at the end of their employment with the Trust, or at any other time when requested to do so by the Trust. NB: It is the individuals’ responsibility, validated by the ICT Dept, to ensure that this record of equipment assigned to them is kept up to date.

 Portable and fixed devices will be purchased and issued by IM&T in order to meet an identified and approved business need. The IM&T Dept reserves the right to prioritise requests for purchases and to re-deploy existing equipment as it sees fit in order to best meet the stated business priorities of the organisation.

 Shared/Group portable equipment will be assigned to a single owner (usually the originator of the purchase request) and they will be accountable for it until they either leave the trust, transfer roles, formally pass responsibility for it to another or the equipment is re-deployed or scrapped. It will be assigned owners’ responsibility to ensure that records of ownership are kept up to date. 

All information and material created by individuals in the normal course of their work for the Trust using Trust’s equipment will remain the property (including intellectual property) of the Trust except:

· Category 2 work undertaken by qualified medical staff (staff undertaking such would should ensure that they are registered under the Data Protection Act as Data Controllers)

· Data from approved research projects undertaken in collaboration with external institutions or where prior written approval has been obtained

The current list of Individuals with Designated Responsibility for Information Systems is defined in Appendix 1. This list will be maintained by the Head of Applications/Director of IM&T and the named individual will be responsible for:

· assigning a security classification of Sensitive where necessary to important and valuable information

· defining who is authorised to access the information on a need‑to‑know basis

· assessing the risks to the security of the information and the impact of its loss, for both short and long period

· establishing contingency plans to be used in the event of systems failure. These plans to be documented in the IM&T Disaster Recovery Plan and kept under review  

· employing suitable measures to reduce risks

· ensuring that information is complete, accurate, valid and auditable

· complying with all relevant legislation in force in the United Kingdom, in particular the Data Protection Act of 1998

· safeguarding and retaining records as required

· ensuring that information exchange with external organisations, be they healthcare or commercial, does not compromise the confidentiality of sensitive information, nor does it increase the risk of data corruption

All Hardware is owned by the Trust.  Users will be responsible for: 

· taking all reasonable precautions to ensure that equipment remains within their area of responsibility and is not stolen or damaged

· ensuring that West London Mental Health NHS Trust equipment is used only for the business of  West London Mental Health NHS Trust

· ensuring that only West London Mental Health NHS Trust equipment is used for the processing of West London Mental Health NHS Trust data

· ensuring that Trust equipment is not used by unauthorised persons including patients and members of the public
IM&T will provide advice, guidance and, where appropriate, procedures to support the Owners/Users in their task.  This will include the setting up and maintenance of an inventory of all IM&T assets including:

· all software assets - applications, operating and development tools and utilities

· all hardware assets - computer and data communications equipment, backup media and other related technical equipment

· all information assets – databases and data files
9.2.3
Access Controls

Access to computer systems will be controlled on the basis of business and clinical requirements.  Access to the network and to applications on the network are granted only on completion of the access rights form, obtainable via the Exchange and authorised by the Head of Department. The approval of the authorised Data Custodian will also be required where access to confidential information is requested (e.g. Patient Admin System). For some information systems Staff will be required to attend appropriate training prior to access being activated.

Access to and use of RiO will be strictly in accordance with Registration Authority Procedures. 

9.2.4
Passwords
Passwords have a valuable role in protecting systems from unauthorised access and must conform to the following rules:

· Your password should be a minimum length of 8 characters using letters and numbers.

· Your password has to contain at least one number.

· The number(s) in your password cannot be at the beginning or the end of your password.

· You cannot use the same letter or number more than 3 times.

· You cannot use a password that you have used before (the system will know!).
Every member of staff requiring access will be assigned a unique user ID and password  in line with their access rights and requirements. Systems are in place, which force users to change their password every 30 days. 

· The ICT Department will maintain an up to date list of all users.

· PCs should not be left logged on for another user (e.g. on shift change); this applies particularly to areas where 24/7 access is required. 

· Abuses of access rights, such as sharing passwords or Smartcards, may be subject to disciplinary proceedings.

9.2.5
 Clear Screen Policy

PCs should be logged off or locked (using Ctrl+Alt+Del keys) when unattended.

The PC will lock automatically after 15 minutes of inactivity and will require the logged-in user’s password to unlock. 

9.2.6
Clear Desk Policy

The risk of unauthorised access to confidential information should be assessed taking into account the location of the room in relation to public/patient areas. Appropriate action should be taken to reduce this risk including: secure storage, locking rooms and placing information out of sight.

9.2.7
Patient Access to Computers – Broadmoor Site

Patients are not allowed access to the Trust’s network or non-patient stand-alone computers including ward terminals. As far as possible patients should not be allowed access to rooms containing networked PC’s. It is the responsibility of ward staff and staff in off-ward patient areas to ensure that patients do not access the Trust network. If a patient is allowed into a room where computer equipment is located they must not be left unsupervised.

9.2.8
Premises, Services & Equipment 

All premises and services shall be constructed or modified, taking account of the cost and the risks, to allow information processing to take place in a secure environment. This will be the responsibility of the Directorate or Non-clinical Department management, as advised by the ICT Department.

In line with this, controls shall be considered and implemented, as appropriate, to safeguard information from the threat of:

· fire, temperature, smoke, dust, water or other environmental hazards

· unauthorised connection or tapping into communications lines 

· electronic eavesdropping

· interruption of services and power surges

· unauthorised entry or attack

· theft of information, media or equipment.

All computer equipment (hardware and software) shall be installed by the ICT Department in accordance with manufacturer's instructions and used in such a way as to ensure safe and secure processing of information.  Staff must not install or relocate equipment without reference to the ICT Department.

9.2.9
Consumables & Stored Information 

Consumables, such as DVDs, memory sticks and the information stored thereon shall be protected against loss, damage, theft and deterioration.

Users are responsible for ensuring that disposal of consumables and information is carried out in a controlled manner taking into account their sensitivity. 
9.2.10
Virus Protection & Software Licensing

IM&T will establish facilities and procedures to ensure that all systems are adequately protected from software viruses.  They will also establish regular checks of PCs, fileservers and workstations to identify and remove unauthorised software.  

Trust issued equipment is primarily issued for work purposes only and must not be treated as personal property. Only software formally authorised by the Trust will be loaded to a device.

Installing, or re-installing, software on the Trust’s network will only be undertaken by the ICT Department or a contractor authorised by them. The ICT Department endeavour to ensure that sufficient licences are kept to cover the number of users that access each software package. Where software is obtained for evaluation prior to purchase the consent of the Infrastructure Services Manager and the Head of Department where the software is to be evaluated must be obtained prior to installation. 

The loading and/or storage of any material likely to be deemed unlawful may constitute gross misconduct. If employees discover unauthorised software or are unsure of its validity, ICT Support should be contacted in order that it can be investigated. The making or using of illegal copies of properly licensed software is an offence under the Copyright, Designs and Patents Act (1988).  Any member of staff involved in such activity may be subject to disciplinary proceedings and the Trust will co-operate with any action taken by legitimate software agencies. Line managers are responsible for ensuring that they and their staff do not breach the copyright and license conditions of any software they use in the course of their work.

It is the responsibility of Clinical Directors and Non-Clinical Department Heads to ensure that their staff follow the procedures established by the ICT Department in this matter. All staff must be aware of and comply with the Trust’s E-Mail & Internet Policy (E6).

The Trust will prosecute in the instance of deliberate introduction of malicious software under the Computer Misuse Act (1990).

9.2.11 Equipment Used off Trust Premises

IT equipment used off the Trust premises to support the business of the Trust will be subject to proper authorisation by Clinical Directors or Non-Clinical Department Heads, with the advice of the Head of Information or the Information Governance Manager as required. In seeking authorisation staff must identify the purpose of the equipment in detail and should identify the types of information that will be transferred via any storage devices: patient identifiable/sensitive information; academic; policies, etc

Security arrangements must be appropriate, taking account of the nature of the data and the equipment, and must include:

· virus controls;

· equipment should not be left unattended while travelling on public transport nor left unattended  in vehicles. 

· appropriate access protection (e.g. startup password) must be in place to protect data in the event of theft.

· all software used on portable equipment for any business connected with the Trust must be licensed to the Trust

· all users of portable equipment must comply with the provisions of this policy and in particular the Data Protection Act. 

· identifiable Patient or Personal data should only be stored on Trust encrypted USB devices. 

· Portable equipment must not be used to access confidential information in any location, particularly public transport, where there is a risk of  information being seen by others.

9.2.12 Use of Mobile Phones for Trust Business

Users of mobile devices for Trust business, whether supplied by the Trust or personally owned, should be aware that information stored within a mobile phone is deemed to be data within the definition of the Data Protection Act if it includes person-identifiable information. Examples are lists of telephone numbers, text messages and voicemail. Security arrangements similar to those described in 6.2.15 above must be considered.

Mobile devices containing identifiable data must be password/PIN protected.

To minimize the risk of a message containing confidential information being left on the wrong phone staff should ensure that a personal greeting is recorded to replace the standard voicemail message. 
9.3
Exchanging Information with External Agencies including multi-agency protection panels

All staff have a contractual obligation to protect the confidentiality of patient data.  The Data Protection Act and the Caldicott Principles require that all reasonable steps are taken to ensure that information entrusted to the Trust is shared with only those who need to know.

· Information should only be exchanged on a “need-to-know” basis.

· Be clear about the purpose for which the information is being exchanged and only pass on the minimum amount necessary for the purpose.

· Comply with any agreed Information Sharing Protocols.

9.4
 Computer Systems & Data Communications Management
Appropriate documentation will be maintained for all systems, covering:

· description of the system and list of all users

· operational procedures, including housekeeping routines

· disaster recovery

· support and maintenance arrangements and license details
In addition, the ICT Department will ensure that:

· capacity of key systems will be regularly monitored to minimise the risks of failure

· new systems or software upgrades will be subject to adequate acceptance testing prior to going live

· adequate change control is undertaken for all key systems, in conjunction with systems suppliers

· risk assessment and management plans, including disaster recovery, are undertaken and regularly reviewed for all key systems, in conjunction with senior management

· staff with responsibility for system management are adequately trained.

9.5
Procurement of New Systems & Equipment

All proposals for new systems will be considered by the Information Planning & Co-ordination Group, Information Strategy Steering Group or other appropriate trust group and will be subject to the current legislation and Department of Health guidance on procurement, as well as trust policy and Financial Instructions.

Procurement or development procedures will also ensure that the specification of any new system will include adequate security features in alignment with this policy.  This also applies to in-house development.

Procurement of all hardware and software will be in line with the Trusts Standing Financial Instructions and procedures established and coordinated by the ICT Department to ensure compatibility with the Trust’s overall IM&T Strategy, including security requirements.
9.6
Disposal or re-use of Equipment

Equipment that has been used to process personal data must have all data permanently removed before disposal. All unwanted or broken equipment must be returned to ICT for disposal, users must not dispose of equipment or storage media even if all data has been erased.

Equipment intended for disposal must be kept in a secure location pending destruction of data.

Equipment intended for re-use within the Trust must first be returned to ICT who will ensure that all personal data has been permanently erased. 

9.7
External & Third Party Security Controls 

Information Exchange

The exchange of information with, and between, organisations outside West London Mental Health NHS Trust shall take place within formal arrangements that comply with legal requirements and in the case of Patient-Identifiable Information, with the Caldicott Principles, these are:

· Justify the purpose(s)

· Don’t use patient-identifiable information unless it is absolutely necessary

· Use the minimum necessary

· Access to information should be on a strict need-to-know basis

· Everyone with access to information should be aware of their responsibilities

· Understand and comply with the law
This applies to all information regardless of the method or technology used for the exchange. Additionally, when exchanging information electronically the following principles will apply:

· Always confirm the identity of any caller requesting confidential information; unless they are known to you do not assume that they are who they say they are.
· Do not assume that fax and e-mail are secure; ensure that the transmission includes a confidentiality statement and always request confirmation of receipt. Patient-identifiable information should be sent to a “safe haven” fax number wherever possible (see Appendix 4 for fax header sheet and details of Safe Havens (confidential fax machines located in secure premises).

· Patient-identifiable information must not be sent by external e-mail unless data encryption is in place.

Exchange of information between the Trust and local Social Services Departments is subject to information sharing protocols.

The Trust is connected to the NHS network (N3) and is required to comply with the appropriate Statement of Compliance as described on the Connecting for Health website. 

9.8
 External Suppliers & Contractors
The use of external personnel shall be subject to contractual obligations and to controls that ensure their compliance with the Trust’s IM&T Security Policy and Procedures as well as the Trust’s Standing Financial Instructions.

External contractors should not be allowed access to information classified as 'Sensitive" without the explicit and signed agreement of the information owner and the Information Governance Manager. Such access should be accompanied by the implementation of appropriate controls.

Managers wishing to employ third parties, involving access to IT equipment should initially consult with the ICT department who will if appropriate arrange a formal contract through the Supplies department, part of which defines the security conditions necessary to comply with West London Mental Health NHS Trust’s security policies and legal obligations (e.g. the Data Protection Act). An assessment may be required of the quality and integrity of a contract company’s internal controls.  The requirement for an assessment should be based on the sensitivity of the contracted role and the information to which contracted staff will have access.

Suppliers of goods and services shall guarantee compliance with the Policy.  In addition, external system suppliers requiring links to the Trust’s network and systems for support and maintenance will be required to undergo an audit at their own expense, sign the NHS Code of Connection and to implement any additional security arrangements required within an agreed timescale.

9.9 Internet  and Electronic Mail Access
A separate policy entitled E6 - Electronic Mail and Internet Policy  sets out the conditions under which the Internet can be accessed and use of electronic mail.

9.10 Business Continuity Planning

Contingency plans and disaster recovery plans will be produced for all critical applications, systems and networks.


The plans will be reviewed by the Information Governance Manager and the Head of ICT and will be tested on a regular basis.
10
LEGISLATION & CODES OF PRACTICE
10.1
 Data Protection 

· The purpose of the Act is to protect the rights of living individuals about whom data is obtained, stored, processed or supplied. In the context of WLMHT "individuals" are patients, staff, visitors or contractors.
· The Trust, as data controller is registered under The Data Protection Act. The notification describes the types of data (information) held and on whom (the Data Subjects), the purposes for which the data is held, the sources of the data and organisations outside the Trust to which the data may be disclosed. All staff have a duty to respect confidentiality of staff and patient information and to provide information only to those who need it.

· All staff and others that have access to personal information, whether by using a computer, handling printed output or written material, or using CCTV equipment or media, will comply with by the Data Protection Principles in accordance with Schedule 1 of the Data Protection Act 1998, (see Appendix 3). 
· The Information Governance Manager holds details of the Trust’s registration under the Data Protection Act and is also available to advise on any issues arising from the implementation of this policy or compliance with the Act.
· Detailed guidance on compliance with the Data Protection Act 1998 is contained in the Trust’s Data Protection Policy (D5)

10.2
The Computer Misuse Act 1990
Under the Computer Misuse Act 1990 it is an offence to:

a)
Gain or attempt to gain unauthorised access to any computer program or data.

b)
Gain unauthorised access to any computer program or data with the intention of committing other offences.

c)
Make any unauthorised modifications to computer programs or data.

10.3 
NHS Code of Practice: Confidentiality
The Trust will seek to comply with the recommendations set out in NHS Confidentiality Code of Practice: (November 2010)
11
TRAINING
11.1 
Line management shall ensure that all staff undertake mandatory Information Security and Confidentiality training. 

12
MONITORING
12.1 
The Information Governance IG Toolkit https://nww.igt.connectingforhealth.nhs.uk will be used to benchmark the Trust’s compliance with national standards.
 12.2
 Annual Improvement Plans will be produced to address areas of weakness and these will be agreed and monitored through the Information Governance management framework.
13.
references (exTERNAL DOCUMENTS)
This policy should be read in conjunction with the following:

· NHS Confidentiality Code of Practice (November 2010)

· Ensuring Security and Confidentiality in NHS Organisations

· The Caldicott Guardian Manual 2010
· The Management of Health, Safety and Welfare Issues for NHS Staff HSC 1998/64 

· Handling Confidential Information in Contracting: A Code of Practice EL(92)60

· NHS Records Management Code of Practice 2006

· Guidance on Video Recording NHS Operations

· Guidance on Access to Medical Records

· Controls Assurance


Legal & Statutory Obligations

· The Data Protection Act 1998

· The Copyright Patents and Designs Act 1988

· The Computer Misuse Act 1990 

· Access to Health Records Act 1990

· Access to Medical Reports Act 1988

· The Health and Safety (Display Screen Equipment) Regulations 1992

· The Human Rights Act 1998

· Freedom of Information Act 2000
14.
SUPPORTING DOCUMENTS 
· Information Governance Policy (I5)

· Data Protection & Confidentiality Policy (D5)

· Freedom of Information Act Policy & Guidance (F5)

· Records Management & Information Lifecycle Policy (R9)

· Health Records Policy (H8)

· Copying Letters to Patients (C19)

· Data Quality Policy (D9)

· Electronic Mail and Internet Policy (E6)

· Telephone Policy (T6)

· Mobile Working Policy (M10)

· Intranet Policy (I7)

· Covert Surveillance and CCTV Policies (C13 & C8)

· Staff Search Policy (S14)

· Disciplinary Policy (D4)

· Registration Authority Procedures

· Care Programme Approach (C2)

· Intellectual Property Rights Policy (I6)

· Information Governance Policy (I5)
15.
glossary of terms / acronyms 
	DPA 
	Data Protection Act 1998

	FOI  
	Freedom of Information Act 2000

	IAO
	Information Asset Owner

	IAA
	Information Asset Assistant

	TRIGG
	Trust Records & Information Governance Group

	IG
	Information Governanace

	NHSLA
	National Health Service Litigation Authority

	CSU
	Clinical Service Unit

	SMT
	Senior Management Team

	ICT
	Information and Communication Technologies

	IM&T
	Information Management And Technology

	HR
	Human Resources

	R&D
	Research & Development

	PC
	Personal Computer

	DVD
	Digital Versatile Disc



Appendix 1

Schedule of Information Asset Owners with Designated Responsibility for Information Systems
	INFORMATION SYSTEM
	Role

	Electronic Staff Record (including HR administration payroll, recruitment and training)
	Director of Organisational Development and Workforce

	Occupational Health application (OPAS)
	Director of Organisational Development and Workforce

	Staffbank (internal)
	Director of Organisational Development and Workforce

	Finance systems (Accounts, Capital assets)
	Head of Finance

	Patients Monies (Harlequin)
	Senior Financial Accountant

	Patients Administration – Delta (Broadmoor)
	Health Records Manager (Broadmoor)

	RiO
	Director of IM&T

	The Exchange
	Director of IM&T

	Data Warehouse/IDT
	Head of Information

	ICT applications (monitoring, security, infrastructure, telephones)
	Head of ICT Services

	Pharmacy (Medication & Stock Control)
	Chief Pharmacist

	Security Intelligence Systems
	Director of Security

	CMS Access Control
	Director of Security

	Nurse Rostering (RosterPro, Broadmooor)
	Site Manager (Broadmoor)

	Structured Activity Monitoring
	MI & PD Directorate (Broadmoor)

	Seclusion Monitoring
	Director of Nursing & Patient Experience

	Complaints Monitoring
	Director of Nursing & Patient Experience

	CDMSS
	Clinical Psychologist (Broadmoor)

	Supplies systems
	Head of Procurement

	Estates and Facilities systems
	Director of Estates & Facilities

	
	


 APPENDIX 2


DATA PROTECTION PRINCIPLES
1. Personal Data must be obtained and processed fairly and lawfully. Data may only be processed under certain conditions specified in the Act.  Sensitive data (eg health) is subject to further conditions.

2. Personal Data must be obtained only for one or more specified purposes and shall not be further processed in any manner incompatible with the purpose(s). 

3. Personal Data must be adequate, relevant and not excessive in relation to the purposes for which it is processed.
4. Personal Data must be accurate and kept up to date.

5. Personal Data must be held no longer than is necessary for the purpose for which it is held.

6. Personal Data must be processed in accordance with the rights of Data Subjects, this includes data subjects having access to information held about them and where appropriate being allowed to correct it.

7. Personal Data must be protected by security measures to prevent unauthorised or accidental access to, alteration, disclosure, or loss and destruction of information.

8. Personal Data can only be transferred outside the European Economic Area if there is adequate protection in place.
Note that the Trust does not outsource processing overseas. 

APPENDIX 3
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FACSIMILE TRANSMISSION HEADER
	FOR THE ATTENTION OF:


	

	ADDRESS:


	

	FAX NUMBER:


	

	NUMBER OF PAGES:

(Including this sheet)
	

	FROM:


	

	DATE:


	Tuesday, 23 October 2012


	ADDRESS:
	

	TELEPHONE NUMBER:
	

	OUR FACSIMILE NUMBER:

(Safe Haven Fax for person identifiable information)
	St Bernard’s Medical Records - 020 8354 8133

St Bernard’s IM&T – 020 8354 8107

Broadmoor Hospital – 01344 754625

Cassel Hospital – 020 8483 2996

	MESSAGE:

Where person identifiable information is disclosed, it is given on the understanding that it is stored and used in accordance with the principles laid down by the Caldicott Report (Health or Social Care) and the Data Protection Act

This fax is intended only for the use of the individual or entity named as addressee.  If you have received this fax in error you are hereby notified that any copying or dissemination of this communication is prohibited as it may contain privileged and confidential information.  Please telephone the above number if you are not an intended recipient and destroy the original message. Thank you.


APPENDIX 4

INFORMATION SECURITY PRINCIPLES FOR EVERYONE WORKING WITH WLMHT

1. Access and Authentication - Keep your passwords and user IDs secret, don’t leave them unsecured, don’t share them with anyone, and change them monthly, use long pass phrases that only you can easily remember with a number and punctuation in. 

2. Classification and Protection - Ensure that all information is security classified and protected appropriately, this includes verbal as well as recorded information.

3. Clear Desk and Care for Confidential Material -Any information that is classified confidential or higher must not be accessible to unauthorised staff or other persons. This type of material must be treated under a clear desk policy every day. Tidy your ICT files too, including emails.

4. Regular Backups - Ensure that all backup procedures are followed as directed by your manager or policy.
5. Consistent Physical and Virtual Security - Ensure a consistent approach to electronic and physical storage and security classification, this includes papers, tapes, disks, films.

6. Extra Care for Field and Portable ICT & Media - Take extra care with Trust portable media, eg  USB memory,  laptops, Blackberrys , cameras and phones and any offsite data
7. Authorised Copies Only - Only make authorised copies of information, always transfer any classification. Don’t replicate copies unnecessarily.

8. Authorised ICT Use and Screen Locking - Prevent unauthorised use of ICT equipment by anyone, report suspicions promptly. Lock your PC screen whenever away from it, no matter how short the period you are away. Out of office always physically secure ICT and media.(Ctrl Alt Del pressed at the same time locks)
9.  Comply with Data Protection legislation -Ensure compliance with information legislation and policy before you collect, process, store or share it, particularly Data Protection Act 1998 and Computer Misuse Act. 
10. Destroy Securely - Ensure secure appropriate destruction of unwanted or outdated information and ICT equipment. Remember peripherals like copiers can contain disks, etc. 
11. Do the Housekeeping - Keep inventories or registers of what you have and who is responsible for each set of information, and keep any consent by data subjects and other information about the information (metadata). Use the records management policies and retention schedules. 
12. Use Agreements - Ensure any required Information Sharing Agreements, Protocols or contracts are in place, and are notified to our registers, before you process.  Current Information Sharing Agreement can be found on Exchange.

13. Training and Competence - Ensure your staff and any third parties are adequately trained, competent and aware of all related policies. 

14. Incident Reporting - Report near-misses and security incident or breaches as soon as possible to any line manager using the Incident reporting process which can be found on Exchange, the relevant IAO/IAA and directly to the Information Governance Manager. For major patient data losses the Information Governance Manager will inform the Caldicott Guardian and initiate the Trust’s Serious Incident process

APPENDIX 5

Auditing Access to Sensitive or High Profile

Electronic Clinical Records on RiO

1. Introduction: 

All patient-identifiable information held by the Trust is treated in the strictest confidence in accordance with legal and procedural requirements. Access to both manual and electronic service user or patient records is already restricted to staff on a legitimate need to know basis. However, there are legitimate clinical and technical reasons why access to a small number of identified electronic records needs to be subject to more overt monitoring and audit. All staff using the RiO system are advised during training that their use of the system may be subject to auditing and that they will be challenged to provide a legitimate reason for accessing information where it does not relate to someone they provide care for.

2. Definition of Sensitive or High Profile Records:

It is for the senior clinician providing healthcare to determine whether to designate a service user’s or patient’s information as ‘sensitive or high profile’, in most cases, following discussion with and reassurance to the individual. This is not limited to but would include the following: a service user (or a member of their immediate family) who has a high profile role in the local or wider community e.g. a Member of Parliament or head teacher; a celebrity or VIP; a current or recent member of staff within or outside the Trust or; a person whose offending history or circumstances surrounding admission is the subject of significant public interest. 

3. Informing Relevant Staff:

If applicable, when a new record is generated on RiO or a new care spell commences, the individual’s name and RiO number should be relayed directly by a member of that care team via the Trust’s Internal e-mail system to Kevin Towers (Patient Services Manager) who will acknowledge receipt by return. Any identified record will thereafter be subject to regular auditing. The identity of individuals subject to such audit will not be passed on to any other person other than in exceptional circumstances e.g. to investigate unauthorised access. The list of individual records will not be disclosed to any other party. 

4. Auditing:

The Business Information Team produces Internal Data Quality Reports as outlined in the Trust’s Data Quality Policy  which can be found on Exchange 

http://theexchange/sorce/apps/sorce_doc_manager/Actions/view_doc.asp?docid=31520&revid=33314
These reports are used to inform management, improve staff processes, ensure focused training, enhance documentation, and enable complete data capture on computer systems.

Clinical records relating to staff members through contact with occupational health or confidential counselling services will not be recorded on RiO and so will not be included in the auditing process.

5. Future Changes to RiO:

This process will be reviewed by the Trust Information Governance & Caldicott Group in the light of significant changes to functionality or access. In due course, the same audit process may be extended to individually identified Broadmoor Hospital records.   
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Information Management & Technology Security Policy








	 West London Mental Health NHS Trust
	Page 33 of 33

	First date of issue:  October 2007
	This is current version I2/05 Apr 12



_1400049054.xls
Sheet1

		POLICY / PROCEDURE:		Information Governance Policy

		MONITORING TEMPLATE

		Minimum Requirement to be Monitored		WHO                          (which staff / team / dept)		HOW MONITORED                         (Audit / process / report / scorecard) - list details		HOW MANY RECORDS                  (No of records / % records)		FREQUENCY                      (monthly / quarterly / annual)		REVIEW GROUP                     (which meeting / committee)		OUTCOME OF REVIEW / ACTION TAKEN             (Action plan / escalate to higher meeting)

		IG Toolkit		Medical Director
IG Manager		SIC Report		N/A		Annual		TRIGG		IG Action Plan for improvement approved by TMT annually

		Reported incidents		IG Manager		Report		All		Bi-monthly		TRIGG		TMT

		Training attendance		HR		Scorecard		100%		Monthly		SMT		TMT
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		POLICY / PROCEDURE:				IM&T Security Poilicy

		IMPLEMENTATION PLAN TEMPLATE

		CSU / Directorate:		All CSUs and  Directorates

		NHSLA                               Standard : Criterion		Governance Group		Policy Author                           Executive Director		Training Matrix Passport Group Applicable		Implementation Lead		Implementation Plan		Deadline

				TRIGG		IG Manager		All Staff
Mandatory Information Security & Confidentiality training		Policy Manager		Policy uploaded onto Exchange		June 2012

						Medical Director				Policy Manager		Policy update in Monday Matters		June 2012

										Policy Manager/CSU Directors		Policy on all CSU SMT agendas		June 2012

										CSU Directors / Managers		Ensure all staff attend training		ongoing

								Training Matrix Passport Groups

								Clinical 1 Broadmoor				Non-clinical 1 Broadmoor

		Clinical Effectiveness & Compliance						Clinical 2 Broadmoor				Non-clinical 2 Broadmoor

		Patient Safety & Safeguarding						Clinical 3 Broadmoor				Non-clinical 3 Broadmoor

		Service User & Carer Experience						Clinical 1 London				No Director Contact 1 Broadmoor

		Trust Management Team						Clinical 2 London				Non-clinical 1 London

								Clinical 3 London				Non-clinical 2 London

								Clinical 3 Cassel Only				Non-clinical 3 London

												No Director Contact 2 (other) London

												Junior Doctors London
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