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1.
INTRODUCTION
The aim of this policy is to ensure the confidentiality, integrity and availability of information and data collected, processed and used by the Trust in pursuit of its clinical and business objectives.
The increasing use of, and reliance on, information management and technology in the NHS means an increasing requirement to implement appropriate, adequate and cost effective measures to safeguard both the systems (manual and computerised) themselves and the data collected and held within them, from a range of risks.

Electronic Mail and the Internet, whilst providing fast and effective means of 

Communication and access to information, increase the risk of unauthorised, rapid and international disclosure of information and damage to the Trust’s reputation.

1.1
Objectives of the Policy
· All users are aware of their responsibilities when using email and internet facilities provided by the Trust.

· The Trust’s Information Systems are not compromised as a result of the introduction of unauthorised software or other material in electronic format.

· Users are aware of the standards of conduct expected of all it’s employees when sending, receiving or accessing electronically transmitted material.

· These objectives shall be achieved through the implementation of security controls as described in the remaining sections of the policy.

2.
SCOPE
This policy applies to all information transmitted in electronic format using any equipment that is owned, held in the custody of, or used by West London Mental Health NHS Trust.
The Policy also applies to all resources, owned by West London Mental Health NHS Trust, used in creating, processing, transmitting, storing, using or controlling that information.

Personal information communicated electronically is also covered by the Data Protection Act 1998 (as amended)

Any non personal information will be subject to the Freedom of Information Act 2000 (as amended) and may be disclosed by the Trust.
3.
DEFINITIONS
Downloading
Copying a file from its current location (the internet or an email) onto your computer
Electronic Transmission
The process of sending information; which may be a message, file or image, from one place to another using computers and associated equipment
Internet e-mail
Electronic mail sent to an address outside the Trust.  Addresses listed in the “Novell GroupWise Address Book” are internal addresses.  Internet e-mail addresses are generally constructed in the format name@address.co.uk
Malware
A virus, email attachment or other application designed to do bad things.  This could include a facility to damage the recipient PC or to make it vulnerable to spying, or to steal a users sensitive information

SMS
(Short Message Service) is an easy to use, standardised, mobile communications service for the exchange of short alphanumeric text messages, usually between mobile telephone devices

Texting
Is the most widely used data application globally allowing mobile phone users to send and receive short text messages of up to 250 characters on their phones

SMS Service Providers
May provide commercial internet based services that use SMS for a range of purposes including, marketing and bulk texting.  They may also provide hosted services to offer text users the opportunity via the web or mobile device to forward messages that may be relevant to another user 

4.
DUTIES
4.1
Chief Executive
The Chief Executive is responsible for ensuring that the Trust has policies in place and complies with its legal and regulatory obligations.

4.2 Head of ICT

The Head of ICT shall be responsible for reviewing the Policy periodically to ensure that it continues to advocate current best practice and is in alignment with the overall objectives of the Trust.  The Head of ICT is also responsible for the implementation and compliance of this policy, ensuring that all incidents reported are investigated and where applicable, forwarded to the Trust’s Medical Director (Caldicott Guardian), who has overall responsibility for Information Governance Assurance

4.3
Staff with responsibility under the Policy
The Policy applies to all Executives, Managers and Staff of West London Mental Health NHS Trust in line with their role.  This includes all temporary staff, contractors, visitors and others working with or on Trust systems and should be reflected in any contracts and agreements.
4.4
Third Party Suppliers & Contractors
The Policy applies to all external third party suppliers and contractors, in line with their contracted roles and in accordance with the terms of the contract/agreement for services or supplies between the Trust and such third parties.
4.5
Implementation
The requirements of the Policy shall be implemented by the whole of West London Mental Health NHS Trust.  All Clinical Directors and Directors of Service Delivery Units are directly responsible for implementing the Policy in their area and for adherence by their staff.
All staff should be aware that, in accordance with the Trust’s Disciplinary Policy (Section 8), serious breaches of security, serious breaches of the Trust’s Code of Conduct (and when agreed also the staff code of conduct on confidentiality) & deliberate misuse of equipment are all classified as potentially gross misconduct, will result in disciplinary action and could therefore result in dismissal.

Compliance with the Policy is the duty of every member of staff.  Failure to comply with the Policy may be a disciplinary matter and could also result in a breach of the law or criminal offence.  Any wilful abuse of computer technology is an offence under the Computer Misuse Act.

4.6 Policy Author
The IG Manager and Head of ICT shall be responsible for reviewing the Policy periodically to ensure that it continues to advocate current best practice and is in alignment with the overall objectives of the Trust.

Actual or suspected breaches of the Policy must be reported immediately to the Information Governance Manager who will log them and where appropriate instigate an investigation.  Any incidents classified as serious will be reported to the Executive.  Those involving patient identifiable information will be reported to the Caldicott Guardian.  Serious incidents may lead to external involvements of the police, the Information Commissioner and the SHA (through the SUI process).
5.
GENERAL CONTROLS
This policy concentrates on the governance aspects surrounding the use of the Electronic Mail and Internet.  For specific information on how to use these systems effectively, please contact the Learning & Development Department, who facilitate IT training courses.
The services covered by this policy are provided to aid staff in the execution of their duties; to enable communication with colleagues and others associated with the Trust’s business; to provide access to the many sources of information available through the Internet. Staff are expected to use these facilities primarily for purposes in connection with the Trust’s business and relevant to their roles and responsibilities, use for private purposes is not specifically forbidden but users must be aware that all use, including private use, is subject to specific exclusions and controls detailed in this policy.

Excessive use for private purposes is not permitted and will be treated as a potential disciplinary offence. Excessive use is defined as frequent or prolonged use during working hours. Any use as part of running a non -Trust undertaking (e.g. a private business or charity) will be deemed excessive use.

Use of these services is subject to monitoring by the Information Governance Manager, who will take appropriate action for inappropriate use. External Electronic Mail, including attachments, is subject to checking for potentially dangerous content. Any e-mail found to contain this will be intercepted and the contents inspected both automatically and manually.  These files are subject to immediate deletion; users of the trust's E-Mail facilities should therefore be aware that in these circumstances the content of incoming and outgoing mail may not be private. A log is automatically maintained of all Internet access, this log is subject to checking by the Information Governance Manager, users of the Internet should therefore be aware that some details of user’s private transactions (e.g. the identity of a user’s on-line bank) may be discovered in the course of this audit

Except in circumstances where use of these services breaches this or any other Trust policy or where it is required under any statute, any information obtained in the course of compliance checking will be kept in strict confidence (and where appropriate will be deleted or not retained) by the Information Governance Manager.  

Use of these services for any illegal purpose or any purpose that contravenes the Trust’s Code of Conduct, where proven, may constitute gross misconduct under the Trust's disciplinary procedure and could lead to dismissal.  It may also result in prosecution or civil action.

Use of these services to access, download or transmit any defamatory, libellous, obscene or pornographic material or any material (messages or images) likely to cause offence on the grounds of sex, race, religion, or politics will be treated as a potential serious disciplinary offence.

If a member of staff receives, or becomes aware of, any defamatory or offensive material on the internet, or which has been transmitted over the Trust’s E-Mail system or published on the Trust’s Web site, the matter must be brought to the attention of the Information Governance Manager who will take action to remove the offending material and, where possible, seek to discover the source of the material. 

Hacking, forging e-mail addresses or downloading unauthorised or unlicensed software is not permitted and will be treated as a potential a disciplinary offence.  Where a user believes they need to download or install an application or any software, they should initially log a request with the IM&T department.

All breaches of this policy may be investigated in accordance with the Trust’s Disciplinary Policy.

6.
USE OF ELECTRONIC MAIL
Electronic Mail is provided to facilitate communication within the Trust, with other NHS organisations and with non-NHS organisations that have business with the Trust. It also provides diary, task and scheduling facilities. It is not provided for communication with patients.

Trust provided E-Mail is only to be used by authorised computer users.

E-Mail is to be used primarily in connection with the Trust's business and this guidance only applies to such use. Any private use must be purely domestic correspondence and must obey all the principles set out in this policy

Any information that belongs to the Trust may be subject to disclosure under the NHS Code of Openness or the Freedom of Information Act 2000.  The Freedom of Information Act 2000 allows anyone, anywhere to ask for information held by the Trust.  Although some information, such as patient identifiable information, will be exempt, most information will not.  Users must be aware that an e-mail you intended to be confidential may be seen by people for whom it was not originally intended. 

Make sure that the content of e-mails is verifiable, evidence based and capable of being subjected to public scrutiny. Users must not include derogatory or defamatory comments about patients, staff or any other individuals or organisations in external or internal e-mail communications. Recipients must ensure that confidential e-mails are only copied or forwarded on a need-to-know basis and should exercise particular care where the e-mail consists of a discussion, or where e-mail groups are used.

The use of E-Mail to transmit offensive, defamatory, libellous or pornographic material or images is expressly forbidden and will be treated as a potential disciplinary offence. This includes forwarding incoming material of this kind.

File attachments contained within unsolicited external e-mails must not be opened or saved to disk. Unsolicited e-mails are often used to distribute malware or viruses, which will be activated if the attachment is opened. If in any doubt either leave the email unopened and seek help or delete it unopened.

Email can be used to transmit sensitive (possibly patient) information, but only within secure systems.  Effectively sensitive email must never leave the boundaries of these secure systems.  Appendix 1 - Secure Email systems in detail contains details of these environments 

It is secure:

· To send email from a WLMHT address to another WLMHT address (because it never leaves our systems)

· To send email from an NHS.NET address to another NHS.NET address (because it stays within a secure encrypted system)

It is not secure:

· To send email between WLMHT and NHS.NET

· To send from a WLMHT address to any other external address.

To send email from NHS.NET to most other addresses (it has some secure connections detailed in appendix A)  

If it becomes necessary to send sensitive data via insecure email, the IM&T department can be consulted and can provide special methods that can be employed if justified.

Bulk personal e-mailing is not allowed unless specific written authority has been obtained from the Director of Communications.

Users are normally expected to address all mail whether confidential or not on a need-to-know basis. Do not send to all users (site or Trust-wide) unless absolutely necessary, use one of the pre-configured groups or create your own e-mail groups.

Remember that if you put email addresses outside the Trust on a WLMHT Group then no confidential material can be sent to that group.

Email systems cannot handle large attachments effectively.  Most email systems including WLMHTs have a limit on the maximum size of attachments allowed to be sent and received.  WLMHT is set at 20Mb – common in the NHS, external organisations might not accept items of larger file sizes. Check with the intended recipient if unsure.

Access to private web based e-mail accounts e.g. Hotmail from within the Trust is blocked in order to reduce the introduction of malware.

All e-mails are automatically scanned for malware (potentially dangerous content), file type and size as they enter the Trusts network. If a risk is detected the attachment will be deleted and the recipient, sender and ICT Dept notified automatically. Under these circumstances the IT Manager/Information Governance Manager in the course of establishing the nature of the problem may see the body text of the e-mail, users of the trust’s E-Mail facilities should therefore be aware that in these circumstances the content of incoming and outgoing mail may not be private. Details of blocked files remain within the system for a maximum of 3 months for reporting purposes.

To reduce the risk of attacks currently blocked file extensions include:

.VBS
.JSE
.WSC
.SCT
.LNK
.WSH
.EMF
.SHS
.EXE
.BAT
.CMD
.VBE

Also attachments with more than one dot i.e. file.name.doc will be auto deleted as this method is often used to disguise executable viruses.

Virus attacks are constantly developing; therefore the IT Manager may expand this list at any time to protect the Trust’s ICT infrastructure.
When leaving the organisation, Email accounts will be terminated and archived. Trust Staff can normally apply for email addressed to them to be redirected another member of the Trust. The mailbox will be archived for a period of 3 months from the date that the staff member leaves and then deleted.   It is the manager’s responsibility to ensure that any data that is required from the mailbox is retrieved before the account is deleted.  Any account that has not be used for longer than 6 months will be deleted.

The intent of this policy is to encourage responsible use and management of the storage services provided by the Trust.  As a result, each Trust user will be allocated a mailbox size quota.  

A Quota is a file-system setting that governs the amount of disk storage a user is allowed to use. Each of these quotas has a soft limit and a hard limit.

· Soft limit: the amount of storage you are allocated and should stay within. You will receive an automated e-mail when you exceed this limit.

· Hard limit: the limit at which the system will no longer allow you to send or receive emails.  This will not impact on incoming emails as they will be held in a queue.

Users are required to manage the storage allocated to them within the limits set by their quota. Failure to maintain allocated storage within quotas may result in rejection of email services and/or locking of accounts.

An automated email warning will be issued to users who reach the soft limit of their storage allocation before any action is taken to resolve storage difficulties. If contact and resolution are not possible or timely, the ICT department will take actions necessary to protect the stability and performance of its services for all users. These actions may include moving or archiving user data, and possibly locking accounts.

All email accounts at WLMHT are allocated space based on their status below. If the Prohibit Send limit is reached then the user will be unable to send e-mail until they reduce their mailbox size and are under their Prohibit send limit again.

Excessive use of storage resources impacts all users, general system stability, and performance

	Group Status
	Warning
	Prohibited Send
	Prohibited Receive 

	Senior Staff
	1000MB (1GB)
	1200MB (1.2GB)
	1500MB (1.5GB)

	Power Users
	500MB (0.5GB)
	600MB (0.6GB)
	700MB (0.7GB)

	Users
	200MB (0.2GB)
	250MB (0.2.5GB)
	300MB (0.3GB)


NB: “Cabinets” or PST are considered by the system as a subset of the user’s In-box therefore files stored here will also be deleted after 120 days. E-mail that needs to be retained in excess of 120 days must be archived by the user to their H drive using the GroupWise “move to archive” option. In order to discourage “wholesale” archiving of everything to the users home drive a maximum size will be set for this area and when reached users will be required to carry out housekeeping of their files to release disk space.  An initial default maximum will be set on all “home” drives.
7.
SMS TEXTING
SMS short texting services are principally provided on mobile phones and are accessible from some other systems, principally within WLMHT from NHS Mail, and from the trusts mobile phones and blackberries themselves.  See the glossary for usage descriptions.

SMS is provided to facilitate communication within the Trust, with other NHS organizations and with non-NHS organizations that have business with the Trust. It is also ideal for communicating with service users who have mobile phones.

Any formal patient access system must be based on sending from NHS Mail, not from mobile devices to maximise abilities and minimise cost and typing errors.

SMS is only to be used by authorised users of the equipment (devices or logins to NHS Mail.)

When used with patients, services must ensure the consent of participating patients is obtained, and that patients are able to ‘opt in’ and ‘opt out’ of SMS service arrangements according to their personal needs and choices;

Staff who may use SMS must receive appropriate training and are aware of expected SMS good practice, personal accountabilities and professional codes of conduct where these exist. It is essential to avoid unnecessary sharing of patient details, treatment(s) or discussion of patients or staff by SMS.

Users must exercise professional reasoning and judgement when contacting patients by SMS. Withhold personal information that is unnecessary to the meaning of a message (e.g. the name of a sensitive service associated with them as a user)

Users must avoid sending text messages that could be embarrassing or distressing to the intended recipient. Remember it is possible that others could intercept a message or inspect the contact list on a mobile phone for entries of interest;

Examine carefully any text messages received as these may be unreliable or contain errors. Word abbreviations and other acronyms are commonly used within SMS messages as a means to maximise message content within limited text space. However, abbreviations easily understood by the author may be prone to mistyping and misinterpretation by the recipient;

It is good practice for SMS service participants to delete messages from their mobile phones when they are no longer required. However, and exceptionally, care will be necessary to ensure that any message retention requirements and implications thereof for SMS service participants are addressed within appropriate patient service registration agreements.

Be aware that copies of these messages may exist in phones or email, and that this information will be subject to all the applicable legislation e.g. the Freedom of Information Act and the Data Protection Act.

8.
USE OF THE INTERNET 
Access to the Internet is provided to facilitate access to the many sources of information now available to assist or inform staff in their work.

The Internet is only to be used by authorized users. Authorized users must not allow unauthorised users access or disclose access passwords.

The Internet is to be used primarily in connection with the Trust’s business, access to the Internet will be terminated (on agreement with 2 levels of line management) in cases where users spend time to the extent that it is detrimental to their work, accessing sites not specifically connected with the users role and responsibilities. 

Downloading executable files is both potentially dangerous to the user and the wider trust community (they can contain malware that can have wide effect / significance) and can also be illegal if for example copyright or licensing conditions are breached.  This activity can only be permitted with explicit authority from the Head of ICT or ICT Development Manager.

The use of the Internet to access or attempt to access or transmit defamatory, libellous, offensive or pornographic material or images is expressly forbidden. The Trust will automatically block certain sites, and may expand this auto block to other non-work related classes of site as directed by the ISC or Executive Directors.  Breaches of this policy, where proven, may constitute gross misconduct under the Trust's disciplinary procedure and could lead to dismissal.

A detailed log of all Internet access is automatically maintained and may be monitored by the Information Governance Manager; breaches of protocol on the grounds of either excessive time spent on non-work related sites or access/attempted access to prohibited classes of site will be reported to the individual’s line manager.

Any unauthorised text or image placed on the internet representing or purporting to represent the views opinions or information of WLMHT is not allowed.  For most purposes, e.g. publicity or public statements, authorisation is granted by the Director of Communications.   Breaches of this policy, where proven, may constitute gross misconduct under the Trust's disciplinary procedure and could lead to dismissal.

Patients must not be allowed access to the Internet via equipment provided for staff use. In designated areas patients are permitted access to the Internet using equipment designated for the purpose; in these areas staff are expected to be familiar with and observe documented procedures. 

NOTE: Under no circumstances will patients at Broadmoor be allowed access to the Internet except in the form of printed output as described in the next item (J.)

Staff are not permitted to access the Internet on behalf of patients or give printed information from the Internet to patients except in the following circumstances:

Where the appropriate health professional (usually the patient’s consultant) considers that information from the Internet relevant to the patient’s care and treatment would be beneficial.

To obtain legitimate information required, for example, as part of an education course, for investigating career options or for other purposes.

Where patient requests information from the Internet, the appropriate health professional should consult the clinical team before providing it. 

Failure to comply with this policy will result in immediate termination of access. Breaches of this policy, where proven, may constitute gross misconduct under the Trust's disciplinary procedure and could lead to dismissal.

Any standalone links established around the Trust will be subject to compliance with this policy. The Information Governance Manager will monitor use on a regular basis. Inappropriate use, as defined in this policy, where proven, may constitute gross misconduct under the Trust's disciplinary procedure and could lead to dismissal. Special arrangements to view normally inappropriate material as part of work requirements may be made via the Information Governance Manager who will monitor such use.

Guest access to the internet : On request from their WLMHT host to the ICT Service desk (up to a week in advance, and for access of up to a week, guests of the trust are (where the service is available)  provided with the ability to access the Internet directly via a wireless network.  Staff are not allowed to access this network, but another wireless network is available in the same locations for those staff members who have trust laptops.

Conditions of using this facility are available during a guests login and are listed in appendix B.

9.
GUIDANCE ON STAFF USAGE OF SOCIAL NETWORKS
This guide has been developed to provide staff with clear advice on how they should use the increasing number of Social Networking web sites which are available.  It covers all sites and resources which are sometimes referred to as Web 2.0 technologies and includes, but is not limited to; facebook, twitter, flickr, blogs etc, and other similar resources.

Social network sites make personal information publicly accessible, allowing people to upload a profile with personal details, photos, videos and notes and to then link with their friends’ profiles.

9.1
Types of Access
This guide will look at two types of access that can be used by staff.  Firstly personal use by staff outside the work environment and secondly those staff who have a need to access social networks to do their job and the ways in which we can control this.

9.2
Personal use of Social Networks by staff – non-work
On the local network both NHS and WLMHT have taken the management decision to restrict access to social network resources for the majority of staff.  This is done through the web filtering that is in place and managed by the ICT team.

Staff can of course access and use social networks from personal computers as well as other mobile devices such as smartphones.  Some of this access, such as on a smartphone, could be done from NHS premises but should only be conducted during non working time.  When doing so all staff must follow all applicable policies currently in place such as those on Confidentiality as well as guidance below.

9.3
Use of Business Social Networks by Staff
Legitimate business and professional networks may be utilised (examples listed below) but staff are reminded to adhere to the same rules as detailed in sections 9.4 All staff should follow these do’s and don’t below, and 10.1 Legal & Statutory Requirements.  If you are unsure whether a network is bona fide for business use, please contact the Contact Centre for clarification before signing up.

Some of the acceptable business and professional networks:

· LinkedIn

· Biznik

· Cympitch

· Cotoundr

· E.factor

· Ecademy

· Entrepreneur Connect

· Fast Pitch

· Networking for professional

9.4
All staff should follow these do’s and don’ts:

· Under no circumstances identify patients in your care, or post information that may lead to the identification of a patient.  If you do, you interfere with their privacy and breach the law on confidentiality, your employment contract and your professional Code of Practice

· Don’t make disparaging remarks about your organisation, its clients or fellow employees on a social network site

· Don’t make any remarks on a social network site that may embarrass your employing organisation or have the potential to bring it into disrepute.  In particular, do not air your grievances where countless others might be able to read all about it

· Never post sexually explicit, racially offensive, homophobic or other unlawfully discriminatory remarks on a network site

9.5
Staff with authorised work related access
A small number of staff will be granted authority to access social networks for justified work purposes.  These staff will have a different technical access to the internet provided which will enable their use of the web to be tracked and monitored but not subject to the same filtering as other users.

Staff with authorised access will be obliged to comply with the instructions set out above for all other staff in relation to their personal use of social networks  They will then be authorised to post information on behalf of the organisation and to carry out other specific activities on social network sites.  Authorised users should not conduct personal use of social network whilst on Informatics approved non-filtered access unless, for example, that use is to test or view the work related information.  The main requirement is that users maintain a total separation between their personal account and any work based activities they may undertake.
9.6 Monitoring

As the access provided to authorised staff under this procedure will not be controlled by the web filtering, users are advised that all on line activity will be logged and monitored for any potential breaches of policy.
9.7 Facebook
This is considered to be the most popular current social network site.  It is very complex to keep identity of business/work related pages and personal ones separate but it is imperative that this is done at all times.  Anyone wishing to set up a facebook, or any other social network account, for work related purposes must have formal approval from the Information Governance Manager and Head of ICT and be briefed on the risks.
9.8 Risks of posting
Finally, it is worth noting that any form of online posting can expose you to risk.  Message boards and blogs are both considered to be public media and material posted on those resources is subject to the same laws as those for print.  There have been cases where people have posted comments on particular products or services on their blogs and then been sued by the company cited in the post.  Even if the post is deemed to have merit by a court, the blogger can still be liable for the costs of the trial, which are usually extremely high.  The best advice is to avoid making controversial comments about any organisation, product or service in an online medium, that you wouldn’t be comfortable about making in a published magazine.  Also be aware that many companies now routinely search the internet for comments about their products.  Just because you only post a few words on your blog, Facebook page or message board doesn’t mean that they will not be read.

9.9 Medical Advice and Information
Some service users may attempt to receive medical advice using social networking sites, particularly if it is a NHS-related site.  All staff must refrain from engaging in discussions about an individual’s medical status in order to protect their medical confidentiality as all comments and discussion will be in the public domain.  Staff must not engage in personal or private exchanges of messages through social networking sites to give medical advice.
9.10 Misconduct
Any member of staff with access to social networking sites for work-related purposes who is found to be using social networking sites inappropriately for work (e.g. making inappropriate or offensive comments or posts), or who use their access to view social networking sites for personal use during work hours may be subject to disciplinary action under their organisation’s disciplinary policy.

10.
TRAINING (Include reference to the training needs analysis)
Line management shall ensure that all staff undertake mandatory Information Security and Confidentiality Training.
11.
MONITORING
11.1
Policy Compliance Monitoring

Every policy must contain a brief monitoring statement and refer to the detailed monitoring template embedded on cover (see Appendix 3 for template).
12.
FRAUD STATEMENT

Sital - Deloittes
13.
REFERENCES (EXTERNAL DOCUMENTS)

This policy should be read in conjunction with the following:
The Human Rights Act 1998

Data Protection Act 1998

Freedom of Information Act 2000 and the Environmental Information Regulations
Regulation of Investigatory Powers Act 2000

Obscene Publications Act 1950 & 1964

The Telecommunications Regulations 2000

Computer Misuse Act 1990
14.
SUPPORTING DOCUMENTS (TRUST DOCUMENTS)
I2
The IM&T Security Policy
D4
Disciplinary Policy (Sections 5, 6, 7, 8 & 10)

D5
Confidentiality & Data Protection Policy

M10
Mobile Working Policy (Sections 10 & 11 & Appendix D)

T6
Telephone Policy (Smart Phones, Blackberries)

15.
GLOSSARY / ACRONYMS
SMS
Short Message Service
IG



Information Governance

ICT



Information, Communications & Technology

IM&T



Information Management & Technology

IT



Information Technology

Mb



Megabyte (unit of measure for digital information storage)
gsi, gsx or cjx

Government Secure email  (e.g. xxxx@xxxx.gsi.co.uk)

cjsm



Criminal Justice Secure email (e.g. xxxx@xxxx.cjsm.co.uk)

16.
APPENDICES

Appendix 1 – Secure email systems in detail


Appendix 2 – WiFi or Wireless Guess access – Conditions of Use


Appendix 3 – Request for Work Access to Social Networks

Appendix 1  

Secure Email systems in detail

There are currently only three secure ways of communicating by email from outside to within the trust.  If you have a specific scenario to discuss or question you are advised to contact the IT Service desk using the contact details below. 

Email sent from a xxx@wlmht.nhs.uk address to yyy@wlmht.nhs.uk never leaves our network and is secure.

Trust employees can request an NHS.NET email address of the IM&T Service desk.  Using this service, they can securely email people in other NHS entities who also have NHS.NET addresses.

Some external users may have an email address on the Government Secure network (gsi, gsx or cjx) or the Criminal Justice Secure Email system (cjsm.) They can as a result email directly to anyone on the central NHSMail system (nhs.net.) 

Please note that this security applies between the aforementioned domains and the nhs.net domain - not to the nhs.uk domain. So you could use this method to send secure emails to Fred at fred@nhs.net but not to fred@wlmht.nhs.uk 

If you regularly email someone outside the NHS and the external person does not already have an account on the Government Secure network (gsi, gsx or cjx) or the Criminal Justice Secure Email system (cjsm) then the trusts ICT Service Desk can set one up for them on NHSMail - so that they get an NHS.NET mail account. 

If an external person (not an employee) wants this facility they would have to be sponsored by a trust employee, and the external person would have to visit IM&T to receive a secure password personally.   Once the account is setup they would be able to access the email from any computer on the internet. 

Please note again that this security only applies between their secure account on the NHSMail system and one of the other attached secure email systems listed above so they would still need to email for example Fred at fred@nhs.net but not at fred@wlmht.nhs.uk. Also note that group accounts are not allowed - it must be named individuals. This account could be used to communicate with any NHS trust provided that they have nhs.net accounts themselves.

A pictorial description is below.  Contact the ICT Service Desk for further advice on 01344 754600 or by emailing ict.servicedesk@wlmht.nhs.uk
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Appendix 2 

WiFi or Wireless Guest access – Conditions of use

By logging onto this guest WiFi service guests confirm that they will comply with the rules below on using guest access within the West London Mental Health Trust (WLMHT.)  If they are found to have not complied, further access will be removed and clients at WLMHT, employers (and the police in cases of illegal acts) informed. WLMHT reserves the right to pursue further action and to disclose its records when required by statute. UK law will apply in all cases.

Usage.  Guests will only use this facility in the pursuance of their business in connection with WLMHT.  The connection and service will remain the property of the Trust. The guest will take all liabilities arising from the content using the connection.

Connection.  Whilst within the WLMHT facility the guest understands that their connection to the internet must be provided by the trust.  They understand that the trust may make provision to ensure that no 3rd party providers of such services are available to them on their premises.

Monitoring.  Guests understand that WLMHT has the right to monitor their use of this facility for the purpose of crime prevention. The Trust cannot guarantee privacy of any transaction using the service, and will normally log the traffic but not its content.

Loss.  Guests understand that use of this facility is at their own risk.  Website filtering, and anti-virus software are in use, to help protect them but these cannot be 100% effective.

Indemnity. Guests understand that if they commit WLMHT to any agreement or to be party to any act by them whilst connected through their guest WiFi service then they will indemnify the trust against any losses incurred as a result howsoever caused.

Appendix 3 

Request for Work Access to Social Networks

	1
	User Details

	
	Name
	     

	
	Department / Practice / Clinic name
	     

	
	Telephone / Extension number
	     

	
	E-mail Address
	     

	
	Date
	


	2
	The reason I need this access is:

	
	

	
	Will you be posting data:       Yes     No

	
	Name of site being used:


	3
	Management Approval of Request From

	
	Manager’s name
	     

	
	Job Title
	     

	
	Department / Practice / Clinic name
	     

	
	Email Address
	     

	
	Date:
	


	3
	Communications Approval of Request From

	
	Name
	     

	
	Job Title
	     

	
	Email Address
	     

	
	Date:
	


	1. Forms must be completed by user then emailed to Line Manager.

2. Approved forms e-mailed to ben.sladden@wlmht.nhs.ukfor approval
3. Approved requests e-mailed to edwina.withe@wlmht.nhs.uk for IG approval

4. Approved forms e-mailed to Contact centre for set up

5. User receives brief as required from IG/Comms before access granted

	4
	For Informatics use only.

	
	Confirm user set up on proxy
	     

	
	Informatics initials:
	

	
	Date:
	


Policy: E6
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_1401021389.xls
Sheet1

		POLICY / PROCEDURE:		E6 Email and Internet Policy

		MONITORING TEMPLATE

		Minimum Requirement to be Monitored		WHO                          (which staff / team / dept)		HOW MONITORED                         (Audit / process / report / scorecard) - list details		HOW MANY RECORDS                  (No of records / % records)		FREQUENCY                      (monthly / quarterly / annual)		REVIEW GROUP                     (which meeting / committee)		OUTCOME OF REVIEW / ACTION TAKEN             (Action plan / escalate to higher meeting)

		Incidents Reported		IG Manager		Report		100%		Monthly		TRIGG		Informatics Sub-Committee

				Head of ICT





Sheet2

		





Sheet3

		






_1401523243.doc
Equality Impact Assessment Screening Tool


To be completed and attached to any procedural document when submitted to the appropriate committee for consideration and approval




		

		

		Comments



		1.

		Name of the policy/service development being assessed?

		E6 Email and Internet Policy 



		2.

		Name and Title of the person responsible for carrying out the assessment?

		Ben Sladden, Head of ICT



		3.

		What is the aim or purpose of the policy/service development? 

		The purpose of this policy is to ensure all users are aware of their responsibilities when using Trust e-mail and internet facilities to ensure the Trust’s Systems and equipment are not abused for private gain and to minimise the possibility of fraudulent attacks or inappropriate activity on the Trust’s information systems



		4.

		Who is required to comply with this policy/service development and who is intended to benefit and in what way?

		Trust wide



		5.

		Have any minority groups been adversely affected by the implementation of this policy/service development or by practices which contradict the aims of this policy? Please tick affected group. 

		No



		

		· Age

		No



		

		· Disability- learning disabilities, physical disability, sensory impairment and mental health problems

		No



		

		· Gender

		No



		

		· Race

		No



		

		· Religion or belief

		No



		

		· Sexual orientation including lesbian, gay and bisexual people

		No



		

		· Gender Re-assignment

		No



		

		· Marriage & Civil Partnership

		No



		

		· Socio-economic disadvantage

		No



		6.

		What information do you have on possible policy breaches that impact on diversity and equality and how has this been collected? E.g. statistics, reports or anecdotal information.

		Not Applicable



		7.

		What information could be collected in the future?

		Not Applicable



		8.

		Does this policy/service development promote equality? Please explain how and name affected groups. If equality is not promoted please explain why not.

		Not Applicable



		9.

		Has consultation been carried out?  If so, please specify methods used and groups consulted.

		This policy has been discussed by the Informatics Sub-Committee and the recommendations requested by the Committee were incorporated into the Policy prior to it being sent for consultation to all staff via the Exchange as per the Trust procedure



		10.

		Have the answers to the initial screening indicated a positive or a negative outcome for different equality groups?   If so please state if positive or negative outcome and name the group affected.

		No groups have been affected by the answers provided in the initial screening



		11.

		If you have a  negative outcome to the previous questions please rate the level of impact (i.e. High = significant   medium = some     low = little )

		Not Applicable



		

		Name of Person recording EIA Screening/ representative from integrated committee/group: 

		Ben Sladden



		

		Signature:

		[image: image1.emf]



		

		Job Title

		Head of ICT



		

		Date:

		15.06.12



		

		Approved by Diversity Unit

		[image: image2.jpg]







		

		Date:

		15.6.12





Please return this form to the Diversity Manager/Diversity Lead to determine whether a full Equality Impact Assessment is required 


_1401018932.xls
Sheet1

		POLICY / PROCEDURE:				E6 E-mail and Internet Policy

		IMPLEMENTATION PLAN TEMPLATE

		CSU / Directorate:				All CSUs and Directorates

		Policy No.                          Policy Name		NHSLA                               Standard : Criterion		Governance Group		Policy Author                           Executive Director		Training Matrix Passport Group Applicable		Implementation Lead		Implementation Plan		Deadline

		E6				TMT		Ben Sladden		ALL STAFF		Head of ICT & IG Manager		Policy uploaded onto Exchange		Jul-12

		E-mail and Internet Policy						Barbara Byrne						Policy update in Monday Matters		Jul-12

														SMT Agenda's		Jul-12

		Key								Training Matrix Passport Groups

		Governance Groups								Clinical 1 Broadmoor				Non-clinical 1 Broadmoor

		CEC		Clinical Effectiveness & Compliance						Clinical 2 Broadmoor				Non-clinical 2 Broadmoor

		PSS		Patient Safety & Safeguarding						Clinical 3 Broadmoor				Non-clinical 3 Broadmoor

		SUCE		Service User & Carer Experience						Clinical 1 London				No Director Contact 1 Broadmoor

		TMT		Trust Management Team						Clinical 2 London				Non-clinical 1 London

		TRIGG		Trust Information Governance and Caldicott Group						Clinical 3 London				Non-clinical 2 London

										Clinical 3 Cassel Only				Non-clinical 3 London

														No Director Contact 2 (other) London

														Junior Doctors London
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